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A Secure Content Caching Scheme for Disaster
Backup in Fog Computing Enabled Mobile
Social Networks

Zhou Su ', Qichao Xu

Abstract—Caching content with fog computing at the
edge nodes has been a promising alternative to mitigate
burdens of backbone networks and improve mobile users’
quality of experience in mobile social networks (MSNSs).
However, as edge node may be vulnerable due to the at-
tacks from malicious users, the design of secure caching
schemes for the fog/edge enabled MSNs becomes a new
challenge. In this paper, to tackle the above problem, we
propose a secure caching scheme for disaster backup in
MSNs with fog computing. Specifically, to protect the pri-
vacy, a partitioning and scrambling method is first designed
to encrypt the contents. Then, the encrypted contents are
replicated to multiple replicates, where these replicates are
delivered and stored in different servers. Based on the re-
covery time objective and content delivery latency, an auc-
tion game model is developed to determine the optimal
servers, where both edge nodes and cloud servers can ob-
tain the maximum utilities. Extensive simulations are con-
ducted to show the effectiveness and reliability of the pro-
posed scheme.

Index Terms—Cloud server, content caching, disaster
backup, mobile social networks (MSNs).

[. INTRODUCTION

ONTENT delivery over mobile social networks (MSNs)
C has emerged as a promising alternative for mobile users
to exchange and share contents with each other [1], [2]. Re-
cent studies have shown that the total number of mobile devices
connected to the Internet has been more than the population in
the world since 2014. As the dramatic growth of mobile users
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has triggered an exponential increase of mobile data traffic [3],
the backhaul link-capacity requirement to support mobile data
becomes enormously high, where the delay to deliver vast con-
tents among mobile users in core network needs to be resolved
[4]-[10].

Fog/edge caching has been advocated to deliver contents for
mitigating the backhaul link capacity requirement and reducing
the latency to deliver content in MSNs [11]-[14]. The advan-
tages of edge caching are threefold. First, popular contents can
be cached on the edge nodes that are close to mobile users,
so as to reduce the delay and improve mobile users’ quality of
experience (QoE). Second, redundant data transmissions over
backhaul link in core network can also be significantly allevi-
ated. Third, the majority of data traffic can be offloaded from
the overloaded base stations to edge nodes.

Despite of the above advantages, the existing edge caching
methods should be further optimized to cache contents in MSNS.
On one hand, edge nodes may suffer from the attacks by ma-
licious users or adversaries. For example, some mobile users
are honest to store and deliver contents with edge nodes, while
others may be malicious to spread the virus to edge nodes. On
the other hand, some disasters including internal disasters and
external disasters may happen to cause the lost of content at the
edge nodes. For instance, when the operating system of the edge
node stops working, some critical and important data may be
removed or tampered. Besides, the breakout of natural disasters,
such as fire, earthquake, etc., can make the power failure of edge
nodes, where the cached contents of mobile users may be lost.
Therefore, a secure caching scheme for edge nodes is needed to
provide desired services for mobile users in MSNs.

To address the above challenges, the disaster backup is intro-
duced based on the thought of redundancy, where the contents
are replicated on multiple storages at different sites. Then, even
though the cached contents on edge node are lost, the edge node
still can retrieve these contents from remote sites. In addition,
the edge node can also use the replicated contents in the remote
sites to check the validity of contents cached on the edge nodes.
For example, if an edge node suspects that the cached contents
are tampered by malicious users, it can request the replicated
contents from the remote cloud servers and compare the cached
contents with the retrieved replicates to verify the effectiveness
of cached contents. The recovery time objective (RTO) is an
important parameter to show the time duration between the dis-
ruption and the restoration of service. By minimizing the RTO,
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the disaster backup can efficiently resume the service online
after a disruption.

Recently, many efforts have been made for the disaster backup
to improve the content caching performance in wireless com-
munication networks [15]-[23]. But, most of the current ap-
proaches focus on how to store contents in cloud servers, where
the privacy of content is not mainly considered. In addition,
although the storage of edge nodes can be improved by storing
content copies in cloud servers, most of works do not discuss
the scenarios that the cloud server may be attacked by malicious
users. Furthermore, how to select the optimal cloud servers still
have not been investigated sufficiently. Therefore, it is still an
open and vital issue to design a novel secure caching scheme
for mobile users in MSNs.

In this paper, we present a disaster-backup-based secure
caching scheme in MSNs for mobile users. First, in order to guar-
antee privacy of mobile users, a novel partitioning and scram-
bling method is designed to encrypt content without adding extra
information and increasing the content size. Second, to realize
the integrality of content, the encrypted content is replicated to
multiple copies, which are delivered and stored in different cloud
servers. Then, according to the security level of mobile users,
the selection index is determined based on the RTO of each
cloud server and the content delivery latency. With an auction
game, the optimal cloud servers are determined, where both the
edge nodes and cloud servers can obtain the maximum utilities.
Extensive simulations are conducted to show the effectiveness
and reliability of the proposed scheme. Specifically, the main
contributions of our paper are threefold.

1) Content encryption framework: We propose a novel con-
tent encryption method to guarantee the privacy of mobile
users. The content is first partitioned into multiple frag-
ments, and then these fragments are scrambled without
the change of content size and the loss of content infor-
mation.

2) Auction game-based cloud servers selection: We intro-
duce the auction game to model the selection of optimal
cloud servers. The optimal price of cloud server can be
obtained by a bid to win the auction game for maximizing
both the utilities of edge nodes and cloud servers.

3) Performance evaluation: The performance of the pro-
posed scheme is evaluated with extensive simulations.
The simulation results show that the proposed scheme
can obtain a higher security to price ratio and a better
utility of the edge node than the conventional schemes on
secure content caching for disaster backup.

The remainder of this paper is organized as follows. Section II
recalls some related works. Section III presents the system
model. Section IV introduces the proposed disaster-backup-
based secure caching scheme. Section V evaluates the proposed
scheme with extensive simulations and Section VI closes this
work with conclusions.

Il. RELATED WORK

In this section, we review the related works, including content
delivery in MSNs, content caching in wireless networks, and
secure content storage with disaster backup.

A. Content Delivery in Mobile Social Networks

Hu et al. [24] provided a comprehensive survey with regard to
features, platforms, architecture designs, and key technologies
by comparing the MSNs with conventional social networks. Su
et al. [25] proposed the framework for caching layered videos in
the edge nodes based on the caching price, the available capac-
ity of cache nodes, and the social features of mobile users. Li
et al. [26] introduced a new architecture with multiple location
servers to protect the privacy against the insider attack launched
by the service providers. Abbas et al. [27] presented an effi-
cient privacy protection and interests sharing protocol, which
enables mobile users to discover mutual interests without re-
vealing their interests. Xu et al. [28] improved content delivery
by the optimization of peer discovery and resource allocation
by combining the social and physical layer information in D2D
underlay networks, where the social relationship is used as the
weight to describe the impact of social features and content
sharing. Ning et al. [29] presented an incentive data dissemina-
tion scheme in autonomous MSNs with two-person cooperative
game-based data pulling model and online auction game-based
data pushing model. However, the secure caching of content in
MSNss is still not discussed sufficiently.

B. Content Caching in Wireless Networks

Liang et al. [30] presented the framework for QoE-aware
wireless edge caching with bandwidth provisioning in software-
defined wireless networks to improve the quality of QoE in
caching. Xu et al. [31] formulated a stackelberg game and a ra-
dio resource-allocation-based algorithm for the adaptive bitrate
video delivery to improve both the cache hit ratio and the system
throughput. Zhou et al. [32] designed an stochastic optimization-
based dynamic multicast scheduling scheme in cache-enabled
content-centric wireless networks to minimize the average de-
lay and fetching costs. Li et al. [33] deployed the collaborative
multitier caching method, where the duplicated transmissions
of content downloads are reduced and the network capacity are
improved. Song et al. [34] explored the content caching problem
with a multiarmed bandit learning algorithm to jointly optimize
content popularity distributions and the cost of content retriev-
ing. Malak et al. [35] proposed a spatially correlated content
caching scheme for D2D networks, where each contents popu-
larity follows the Zipf distribution and the locations of mobile
users are modeled by the Poisson point process with limited
communication range. Although most of works have studied
the content caching in wireless networks, few of them focus on
the secure content delivery.

C. Secure Content Storage With Disaster Backup

Chen et al. [36] proposed a secure cloud storage protocol to
support both user anonymity and the third-party public audit-
ing. Tian et al. [37] presented a novel public auditing scheme for
secure cloud storage based on dynamic hash table, by combin-
ing the homomorphic authenticator. Tang et al. [38] designed a
secure overlay cloud storage system that achieves fine-grained,
policy-based access control, and file assured deletion. Yu et al.
[39] proposed a paradigm named strong key-exposure resilient
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Fig. 1. System model.

auditing for secure cloud storage by formalizing the definition
and the security model. Lin er al. [40] proposed a threshold
proxy reencryption scheme and integrated it with a decentral-
ized erasure code to support the secure and robust data storage.
Li et al. [41] designed a novel receiving-capacity-constrained
rapid and fair disaster backup strategy in the software defined
network by guaranteeing upper bound of bandwidth allocation
to achieve fair load distribution for backup datacenters. Xie et al.
[42] solved the problem of emergency backup in interdatacenter
networks with progressive disasters, where the time-expanded
network approach is used to model the time-variant interdata-
center network during a progressive disaster. Although most of
works have discussed how to securely content store using disas-
ter backup, the privacy, and integrality of stored content are not
sufficiently considered to against the attack by malicious users.

I1l. SYSTEM MODEL

In this section, we introduce our system model including
network model and content model, as shown in Fig. 1.

A. Network Model

1) Cloud servers: The network consists of multiple cloud
servers which are enabled to provide power for comput-
ing and storage toward the disaster backup services. The
local resource of mobile users can be saved when the
contents are delivered and processed in cloud servers.
The main goal of backup services is to resume contents
online after a disruption. RTO is an important parame-
ter which is used to evaluate performances of disaster
backup services. RTO is defined by the time duration be-
tween the disruption until scheduling and restorations of
contents. Let 7 = {1,2,...,.J} denote the set of clouds
in the network where these clouds can be accessed by

all mobile users. Since each cloud is usually located in
the remote area, it brings the latency for a mobile user
to obtain contents from the remote cloud servers. Here,
we assume that it needs /; route nodes in core network to
fetch the contents from cloud j. The bandwidth between
two route nodes in the backbone network is b. Then, the
delay to obtain the content of unit size is

d:i(zj—1)+blj ()
where the bandwidth between cloud server ¢ and core
network is b;.

2) Edge nodes: There exist multiple edge nodes in the
system between cloud servers and mobile users. The
edge node equipped with edge computing is an Internet-
connected computer or server which is located at the edge
of the cloud servers’ backbone. Compared to the cloud
servers, the edge node is much closer to mobile users.
Therefore, the edge node can cache contents for mobile
users with a short latency. In addition, the edge node can
send the cached contents to remote cloud server for stor-
age and backup. Let Z = {1,2,...,1} denote the set of
edge nodes in the network. When a group of edge nodes
cooperatively provide contents for mobile users, these
edge nodes can be seen as a coalition. In the coalition,
the caching service for mobile users is available when the
edge node with the largest RTO is restored.

3) Mobile users: In an MSN, if a mobile user has gener-
ated an interesting content, the user can cache the con-
tent on the edge node and recommend this content to
his/her friends with a link via some social platforms (e.g.,
Facebook, Wechat), as the mobile users with social rela-
tionships usually have the similar interests. Thus, mobile
users are willing to access the contents shared by their
friends. Let £ = {1,2, ..., K} be the set of mobile users
in the network. For any two mobile users, the social re-
lationship degree is denoted as 7 7, k, k' € K, where
ri & € {0, 1}. Here, 74, 5y = 1 means two mobile users &
and k' have the social relationship, while 7, ;- = 0 means
two mobile users & and k have no relationship.

B. Content Model

A constant bit rate streaming content model is used to describe
cached content, as an adaptive one to support mobile devices
with different features to generate contents. The source file of
content consists of multiple segments to be delivered to mobile
users. Each segment is corresponding to a short playback time
(e.g., 1-10 s) of the content, where users can download the
content segment by segment. I denotes the segment length of
mobile user k’s content. The bit rate of the content generated
by mobile user k is denoted as bt;.. If a content of mobile user
k has L;, seconds, the size of this content can be calculated by

Dy = Ly, - bty,. @)

We further consider the popularity of different contents by a
Zipf distribution. With the descending order of accessing times
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during a certain period (e.g., one day or one week), the popularity
of mobile user k’s content is

(7o)’

Flme) = e 3)
k=1 (W)"’

where 7y is the positive value to govern the skewness of the
popularity. 7(my, ) is the index of mobile user k’s content with the
decreasing order of accessing times among all contents stored
on the cache nodes. Indeed, the popularity distribution indicates
the request probabilities of different contents.

On one hand, as the storage resources in fog computing en-
abled MSNs can be shared by a group of cloud servers, if a
cloud server is overloaded by a large number of contents, this
cloud server can request for more storage to increase its caching
resource. The cloud servers with a relative low number of con-
tents can decrease its caching resource by removing some stor-
age, which can be used by others. On the other hand, the cloud
servers can cooperatively backup contents for edge nodes. The
cloud server with a high burden can make a coalition with other
cloud servers to request them to undertake a part of backup ser-
vices. With the coalition to provide backup service, the caching
resource utilization rate can be increased and the resource bal-
ancing is also achieved. If the content requester has a high
security on content, the number of fragments divided from orig-
inal content should be large to guarantee the privacy. The edge
computing server can select the disaster backup services from
cloud servers. Cloud servers are usually deployed at the remote
area and can communicate with multiple edge nodes through
the backbone networks.

IV. DISASTER-BACKUP-BASED SECURE CACHING SCHEME

In this section, we first present the disaster backup method to
guarantee the security of cached contents on the cached nodes,
and then introduce the auction game-based optimal cloud servers
selection.

A. Disaster Backup-Based Encryption Method

The disaster backup is introduced to resolve the security prob-
lem for cached contents on edge nodes. The disaster backup
means that a system can be recovered after a disaster, since
the functions and key data are conducted by backup in previ-
ous. Indeed, the backup employs the redundancy technology to
improve the reliability of the system. The redundancy means
the system becomes complicated by artificially increasing the
repetition parts.

In order to guarantee the security of the cached content on
the edge nodes, once the content is lost on the edge nodes, these
edge nodes can retrieve this content from remote cloud servers
to satisfy mobile users” demands. However, due to the unsafety
of the cloud server, the disaster backup mechanism may bring
two problems. On one hand, the privacy of the content may
be broken, where some users’ important information may be
disclosed to edge nodes or malicious users, such as preferences,
ages, sex, etc. On the other hand, the remote cloud servers may

be attacked by some malicious users, where the integrality of
the content may not be guaranteed.

To resolve the first problem, a content partitioning and scram-
bling method is designed to protect the privacy of the content.
Since the contents on the edge node are integrated with different
bitrates, the sizes of contents with the same time length are also
different. Thereby, the size required by the remote cloud server
is large to store the large sized content. To save the storage size,
the edge nodes will transform the content to the one with the
minimum bitrate. Therefore, the content size of mobile user k’s
content cached on edge node ¢ will be transformed by

Dt = btwin,i * Li “4)
where L; . is the time length of mobile user k’s content cached
on edge node i. bty,i, ; is the minimum bitrate determined by
edge node i. Accordingly, although the content size of the con-
tent is reduced, the basic information is still stored. Next, the
content is divided into fragments with a parameter s; ; which
is the number of segments. Here, a fragment is combined by
multiple segments. As a result, the total number of fragments
for this content becomes

D;
Sip= | —tE )
Sik li,k . btmin,i

where [-] denotes ceiling function. And the number of bytes in
one fragment can be calculated by
Sik - Zi,k . btmin,i

Miy=——¢—— (6)

where [Ik is time length of the segment.

According to the content partitioning, the original content
can form a matrix with the size of S; ; x M;j, where S, j
is the number of rows and M, ; is the number of columns.
Each element of the matrix is a byte of original content. Ini-
tially, bytes are placed based on the orders of original con-
tent. Namely, (a)f,a}), ..., aTUfIA) is the first fragment of
the original content and bytes are arranged by the order of
the divided fragment. Here, the orders of bytes are denoted
as TNy = {pi1,p12,---,Dim, , }- Then, we use chaos map to
scramble the orders of the bytes. The classical chaos system in
one-dimension is a logistic map, which can be defined by the
following [44]:

ot +1) = pa(t)(1 - z(t)). )

Here, 0 < < 4 is called a chaos parameter and x(t) €
(0, 1). From chaos dynamic system, the logistic map becomes
confusion if 3.569945... < i < 4. That is to say, the chaos se-
quences {z(t)};, and {y(¢)}:°, are nonperiodic, noncover-
age, and pseudorandom, given by two different initial condi-
tions x(0) and y(0). If 4 = 4, the chaos map of formula (7) has
the best chaos effect. But this fixed value of p will reduce a
certain degree of security for the cached content. Thereby, we
use a chaos sequence-based random function to represent the
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parameter p, where the new chaos function is
a(t+1) = [3.569945 + (4 — 3.569945) - sin (gx(t))}

x 2(8)(1 — 2(t). 8)
And,

fi = 3.569945 + (4 — 3.569945) - sin (gx(t)) )

Here, the parameter i of the new chaos function is not fixed and
it varies at each iteration.

Given an initial value x(0) and a positive integer n, a
chaos sequence {z(t)}> can be obtained by formula (8).
Then, for the generated sequence, we take M; ;. values {x(n +
1),z(n+2),...,z(n+ M, )} out from the nth number. And,
the ordering for this M, ; values can get {Z(n+1),Z(n +
2),...,Z(n+ M; )} Next, we find the position of values
{Zn+1),T(n+2),...,Z(n + M; 1)} in {x(n+1),2(n+
2),...,x(n+ M; )} and mark down the transform positions
TM = {t|,t,...,tu, , }. Therefore, the TM is the sequence
vector that we want. In addition, we can transform the orders of
bytes in the nth row with TM. For transforming the next row, we
set another initial value y(0) to generate another chaos sequence
{y(t)}72 . From this chaos sequence {y(t)}°,, a number is se-
lected at random to generate the newly initial value of x(0),
which is

2
With the similar step, the new row is scrambled. Also, we can
get another value for the new y(0) by computing
3(0) = y(0) +;9(Mi,,k,)'

After the rows are scrambled, we continue to scramble the
columns, where the same process on each row will be done on
each column. Based on the demand of security level for each
edge node, we repeat this process by p times. In addition, for
each column or each row, we carry out the reversible opera-
tions for bytes, such as exclusive-or, binary addition, or binary
subtraction.

To solve the second problem, i.e., the content may be lost
or tampered, the scrambled contents are replicated by j copies
which are stored in different remote cloud severs. Therefore,
the privacy and integrality of cached contents are preserved
for mobile users. For details, a disaster-backup-based content
encryption algorithm is given by Algorithm 1.

(10)

(1)

B. Auction-Game-Based Optimal Cloud Servers
Selection

After the encryption on the cached content, the encrypted
content needs be stored in the remote cloud servers. Here, the
cloud servers are selected by edge nodes to store contents based
on the optimal performance including the optimal price and
the optimal strategy of each edge node. We use the auction
game to select the optimal cloud servers. After sending content
information to cloud servers, each cloud server then offers a bid

Algorithm 1: Disaster-Backup-Based Content Encryption
Algorithm.

1: Input: The content length L;, the content bitrate bt;,
parameter s; 1, initial condition x and yo, repetition
times o, and replication times j, value n.

2:  Qutput: The encrypted content.

3: Initialize: The original content size is transformed by
formula (4)

4: while o > 0do

5 The content is partitioned by formulas (5) and (6).

6: forn=1:85;; do

7 A chaos sequence is generated by formula (8).

8 The new chaos sequence is selected with value n.

9 The order of bytes in row 7ith is transformed by

the new chaos sequence.

10: Do the reversible operation for each byte.

11: The new initial value of chaos sequence

is calculated by formulas (10) and (11).

12:  end for

13:  form =1:M;; do

14: The chaos sequence is generated by formula (8).

15: The new chaos sequence is selected with value n.

16: The order of bytes in column rth is transformed
by the new chaos sequence.

17: Do the reversible operation for each byte.

18: The new initial value of chaos sequence is
calculated by formulas (10) and (11).

19:  end for

20 p=p0-1.

21: end while .
22: The encrypted content is replicated to j copies.

to win the auction game and maximize its utility. The utility
function of the cloud server j can be defined as
uj = a;(pj —¢;) (12)
where o is a binary variable and p; is the bid price of cloud
server j. Here, we have o; = 1, if cloud server j wins the game.
Otherwise, a;; = 0. ¢; is the cost function of cloud server j. As
the cloud servers in the auction are rational, the bid of cloud
server j should be no lower than its cost for storing the content.
We have
Cj S Dj- (13)
Indeed, the cost of a cloud server is usually private and cannot
be known by other cloud servers. But each cloud server can
estimate the others’ cost by the uniform distribution as follows:

. (14)
0, otherwise

%7 if(jmin <c< Cmax
f(c) — { Crmax—Cumin
After receiving bids from all candidates of cloud servers, the
edge node ¢ will select the optimal cloud server, with which the
utility of edge node ¢ is the largest. The utility of edge node @

Authorized licensed use limited to: University of New Brunswick. Downloaded on March 02,2020 at 15:09:55 UTC from IEEE Xplore. Restrictions apply.



4584

IEEE TRANSACTIONS ON INDUSTRIAL INFORMATICS, VOL. 14, NO. 10, OCTOBER 2018

with the bid of cloud server j for mobile user k’s content is
Vi
Dj

u; = 15
where V] ; is the satisfaction function of edge node i with the
bid of cloud server j. Formally, V; ; can be defined as

E; 1
— — . 16
0; tj,k)) (16)

Vij = Xilog <1 + Ng f(my) (wl + wo =

Here, A; is the satisfaction parameter of edge node ¢. The RTO of
cloud server j is denoted as 0;. ¢; is the adjustment parameter.
Ny, is the number of mobile user k’s friends and #; . is the
delay to deliver the content from cloud server j for mobile user
k. Since the performance of the cloud server is fixed, if the
cloud server increases the bid, the utility of edge node will be
decreased and the edge node can select another cloud server to
be a winner when the utility is not the maximum. Each cloud
server has a certain probability to win the game. Let P; denote
the probability that cloud sever j wins the game. Then, the
expected utility of cloud server j can be obtained by

E{uj} =0- (1

Each cloud server has a target to maximize its utility. Based
on these targets, the determination of the bid is the price of
server. Thus, the optimization problem for cloud server 7 can be
obtained by

—P)+(pj —¢j) - P 17)

max E{u;}
pj
S.t. Dy > Cj. (18)

It is noted that the target of edge node ¢ is to select some
cloud servers, with the bid of which the edge node i can obtain
the maximum utility. Then, we have

uj ;= max{u;;[j =1,2,...,J}.

19)

Based on the above, each cloud server can determine its optimal
bid, as shown in Theorem 1.

Theorem 1: The optimal price of backup service determined
by the cloud server j is

lgi ’C'"‘V_Cmax
oy = e

Jgi,j
- (Cmax)J
Jgi_j

(Coax — 8:5¢;) 77" (20)

Proof: For cloud server 7, the bid strategy to win the auction
by competing with other cloud servers is given by p; = ¢(c;),
where ¢(-) is the strategy function with respect to the cost. Since
each cloud server is rational, p; increases with ¢;. According to
formula (19), cloud server j can obtain the payoff only when its
bid can provide the largest utility for the edge node. Otherwise,
the payoff of the cloud server is zero. Thus, the probability P;
also means that the bid of the cloud server j offers the highest
utility for the edge node among all candidate cloud servers. It

can be obtained by

P =

<

Pr{u;; > u; ;}
pr{ Vi Vi)
Pj Py

J
= Pr {pjf > p]‘;/”'}
=10 "

As mentioned above, the bid of a cloud server is based on the
cost. Thus, we have

i Vi - ¢ (pj)Viy
P 3! > = P 1 > —_—
r{pg = } r{so (pj) = V.,
1\ .,
(pj)‘/;a] } (22)

¥
= P al >
r {cJ > V.
Since a cloud server cannot have the entire information about
the bids of other cloud servers, the probability of formula (22)
cannot be obtained by the bids. As the cost of cloud server
follows the uniform distribution, we have

} =Pr {cj/ >

=13

=
Il
e b
&

2y

p]V

Pr {p]/ > 7‘/‘7/?]
vJ

o H(pj)Viy
Vij

Cmax
_ / o, (e (23)
Vi, L
Therefore, the probability P; can be calculated by
i Vi
P = H Pr {p] V }
j'= i
J=15'#]
= H / c)de. (24)
ji=15'#5 7 0t

Here, 0; ; j» = “/,—JJ/ Let H(p;) = log(P;) and we have

/ c)de
J=14'#5 0!

Cmax
log /

6/./-./’“'97I

Then, the expected utility of cloud server j can be rewritten as

E{u;} = (pj — ¢;) exp(H(p;)).

By taking the first derivation of E{u;} with respect to p;, we
have
OE{u;}
8p]-

H(p, j ) = log

J

:,Z

J'=13'#j

f (c)dc) . (25)
(p;)

(26)

¢;) exp(H (p;))H (p;)
(27)

= exp(H (p;)) + (pj —
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where H (p;) is the first derivation of H (p;) with respect to p;.
It can be denoted by

J
. —0: (8 - 0 Y,
H(pj) _ Z / 711,],1 f(CZ',.j“j\(p (pj)) . 28)
ji=1,j#5 ¢ (e~ (py)) fd,,J.j‘rw"(p,,) f(e)de
Let % = 0, it becomes
< 8,55 f (9 g0~ ()
1—(pj —¢) TR = 0.
71 9T ) I ) F(O)de
(29)

If p; is the optimal biding price of cloud server j, we have
¢ !(pj) = ¢; and formula (29) becomes

J-1
P IO S
1= (p(c;) = ¢) i £( i) g (30)
DT () [ f(e)de
i=1g'#i PG s, e
Cuax
Let Q(0; 5 j:¢;) = [, f(c)de, we have
i,j.j'Ci
NN
1—(o(c;) —¢; DLad S INEIT) ) (31)
(eles) ﬂ,_%yéj @' (¢;)$2(65,5,5¢5)
Then, formula (31) can be rewritten by
@' (cj) = wlej)Fij = —¢;jFij (32)
where
LS (S ch)
Fi = i,j,5" ) \Yi,j,j'Cj ) (33)
! j,:%;¢j Q(di,5.5:¢5)

By solving formula (33), the optimal bidding of cloud server
becomes

@(Cj) — of Fiide; /l] —w}—i,jei'fﬁ‘jdwdw~ (34
0

where w is the integrable variable. Here, the price becomes zero
when the cost is zero. Since the cost of cloud server follows the
uniform distribution with [Cyy iy, Crinax ], We have

J-1 s 1 J-1
Fij= > 0ij.' Corr—Cora 3 9ijj'
VA Cmax—0; ; i1Cj - Y
T Bl O T 0
E iR B max “min P % P
(35
It becomes as follows:
J—1 5.y
Lt de,
ef Fiyde; — ef .z’:%#.; max i ggrta
J-1
-1
= H (Crmax = 0ijjrcj) - (36)
J'=1j'#j

And, we have

¢
/ —w.?-'l-_,je’ff'-fd“’dw
0

Cj
:/ —Ww
0

7
3 dij,j'
Crax — 0i,j.j'Y

J=13"#]

J
X H (Cmax - 5i_j,]"w)dw
j'=15'#j
cj J 7
:/ —w Z 0ij.j H (Conax — 0ijjow) | | dw
AR J"=14"#5.3"
J Cj J
= Z / _O)(Si,jﬁj’ H (Cmax _57',’]‘,]»//@)) dw
j'=1,4'#j 0 j1=1,j1£] 5
_ J |
S Cm' x 6L iCs Cm‘ <
~ CJ‘(Cmax —5“,'0])‘]_1 ( ax A,JCJ) _ ( na )
Joij J5.
(37)
where giﬁj can be calculated by
J
< i1 —1 ql£ g 6&.
51 = M (38)

J—1
By substituting (36) and (37) into (34), the optimal bidding price
of cloud server 7 becomes

(J - 1)gzicj + Cmax

Lk — Ci —
pj o(cj) 75,
© )J 39)
- & Cmax - gv’ iCj 7<J71)~
= )
Thus, Theorem 1 is proved. [ ]

From formula (39), we can see that the optimal bidding strat-
egy of cloud server j is a function of its cost. Therefore, we
analyze the cost of cloud server j for edge node i. According to
the status of cloud server, the cost of cloud server j for storing
the content can be defined as follows:

1) RTO

The cost becomes high when the RTO is low. In other words,
the bid of cloud server j increases when its RTO is reduced.
Thus, we have

maX(@)) (40)

c; = C; log (1 +

where ¢ } is the parameter of cloud server to describe the cost of
RTO.

2) The size of content

Since it tasks the cost to store contents in cloud server, cloud
server j will require a high price to the edge node if the size
of content is large. In comparison, when the size of content is

small, a low price will declare. We have
¢; = ¢ Dik (41)

where CJZ is the parameter of cloud server to describe the cost of
unit size of content. In addition, the popularity and the number
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TABLE |
SIMULATION PARAMETERS

Parameters Values
b, the bandwidth between two route nodes 100Mbps
A, the satisfaction parameter of edge node 7 1
€, the adjustment parameter of edge node ¢ 1
¢}, the parameter of cloud server j for the cost of
RTO with unit time [0.6, 0.8]
?, the parameter of cloud server j for the cost of
unit content size [0.1, 0.3]
&, the adjustment parameter for cost of edge node j 0.1

of social friends also have effects on the cost. The cost can be
defined as

max(6;)

¢j = & f(my) Ny (g} log <1 + 7,

) + chi,k> “2)
where ¢; is the adjustment parameter of cloud server j.

After the cloud servers decide their optimal bi(1s, i.e.,
{pi*,p*,...,p;* ..., p;*}, the edge node ¢ selects j cloud
servers which offer the best utilities.

V. PERFORMANCE EVALUATION

In this section, we conduct the extensive simulation to eval-
uate the performance of the proposed scheme. The simulation
setup is first introduced, followed by the numerical results and
analysis.

A. Simulation Setup

In the simulation with the simulator coded by Matlab, the
number of mobile users is 100, and the number of edge nodes is
20. Besides, the number of cloud servers is 10. The probability
that a cloud server is attacked by adversaries and lose the content
is uniformly distributed in [0.6, 0.8]. Initially, the social relation
degrees among mobile users are randomly set within [0, 1]. If
the social relation degree of two mobile users is larger than a
threshold, these mobile users are seen as friends. The parameter
of content popularity is 0.5. In addition, the RTO is uniformly
distributed in [1,5]. The set of bite rate generated by content
is selected at random from [0.2, 0.4, 1.7, 1.3, 2.3] Mbps. The
minimum length of a content is 2 s and the maximum length is
10 s. The number of route nodes is randomly in [10, 50]. Other
parameters are concluded in Table 1.

The following metrics are used to evaluate the performance:

1) Security to price ratio (SPR): The ratio of security prob-
ability to the price of storing content. The SPR can be
defined as follows:

. P
SPR(j) = S

piituvu- ( ?j:lp;:k,j _pf.l)

(43)

Here, SP is the security probability of the stored content
which is replicated and stored in j cloud servers. v is the
increasing step for edge node <.

2) Average utility of an edge node: The average utility of
an edge node to store contents in multiple cloud servers,

37 T T T T T T
2 e R L Lt ]
3.6 :
i
N._,k
o
=9
wn
- u=0 A .
H—y = 0.004 S
*. ~
=K== 0.008 .
3 / —6— 1 =0.015 i N
== 5= 0.02 ™
2.94 h 3
2.8
1 2 3 4 5 6 7 8 9 10
The number of cloud servers for backup service
Fig. 2. Ratio of security to price of an edge node vs. the number of

selected cloud servers.

defined by

S

AU(j) = 3 (44)

B. Numerical Results

The proposed scheme is compared with two conventional
schemes as below:

Random scheme (RS) : In this scheme, each edge node ran-
domly selects a cloud servers to store content. And the cloud
randomly determines the price of service.

The scheme without price [43]: In this scheme, each edge
node selects the optimal cloud servers based on the provided
service without the consideration of the required prices.

Fig. 2 shows the SPR of an edge node when the number of
selected optimal cloud servers changes in the proposed scheme.
In this simulation, there are five increasing step values which are
0, 0.004, 0.008, 0.015, and 0.02, respectively. From Fig. 2, it can
be seen that the SPR of the edge node increases at first and then
decreases with the increase of the number of selected optimal
cloud servers. The security probability increases fast when a
few cloud servers are selected. And the probability reaches to
be stable when more cloud servers are selected as the optimal.
In addition, when v is large, the SPR of an edge node decreases
early and fast. Here, the larger v means that the edge node pays
more attention to the cost, inducing the SPR is sensitive to the
prices of cloud servers.

Fig. 3 is the SPR of an edge node in the proposed scheme
by the comparison with other conventional schemes, where the
number of selected cloud servers is changed from 1 to 10. Here,
the increasing step v is 0.01. From Fig. 3, it can be observed
that the proposed scheme has the largest value of SPR. In the
proposed scheme, the optimal cloud servers are selected based
on the utility of the edge node, where both the performance of
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B The proposed scheme

4 B The scheme without price
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Fig. 3. Schemes comparison on the ratio of security to price of an edge
node.
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Fig. 4. Average utility of an edge node vs. the number of selected cloud
servers.

each cloud server and the price are considered. In the random
scheme, the cloud server is randomly selected where the price
may be high. In the scheme without price, the cloud servers
are selected based on the performance with the result that these
cloud services usually have high prices.

Fig. 4 shows the average utility of an edge node when the
number of the selected optimal cloud servers in the proposal is
changed from 1 to 10. Four satisfaction parameters which are
10, 20, 30, and 50 are used to show the result, respectively. From
Fig. 4, we can see that the average utility gradually decreases
with the increasing number of the selected cloud servers. The
reason is that the selected cloud servers is sorted by the power
on the utility of edge node. Namely, the optimal cloud server
can offer the maximum utility for edge node. Thus, the average
utility decreases when more cloud servers are selected.

10 I The proposed scheme .
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I Random scheme
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Fig. 5. Schemes comparison on the average utility of an edge node.

Fig. 5 shows the average utility of an edge node in the
proposed scheme by the comparison with other convention
schemes. In the simulation, the number of the selected opti-
mal cloud servers is changed from 1 to 10. The satisfaction
parameter is 10 and other settings are unchanged. From Fig. 5,
it can be observed that the proposed scheme outperforms other
schemes with the largest value of average utility. The optimal
cloud servers are selected based on the offered utilities for the
edge node in the proposed scheme. However, in the random
scheme, the selected cloud server is randomly selected where
the large utility cannot be offered for the edge node. In the
scheme without price, the selected cloud servers may have high
price while offering low utilities for the edge node.

VI. CONCLUSION

This paper has presented a secure content caching scheme for
disaster backup in MSNss. First, in order to keep the privacy of
content, the scrambling and partitioning method has been intro-
duced to encrypt the content. After that, to realize the integrality
of content, the encrypted content is delivered and stored in mul-
tiple cloud servers. Then, an auction game model is developed
to select the optimal cloud servers where both the edge node and
the selected servers can achieve maximum utilities. At last, the
simulation results show that the proposed scheme outperforms
other conventional schemes by improving security and resource
efficiency. The future work is to optimally distribute the secure
storage for content in cloud servers to save resource and reduce
cost.
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